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PART 1 - GENERAL

Introduction

Abdullah Al Salem University (AASU) is inviting qualified bidders for the delivery and
implementation of a self-hosted IT infrastructure observability and monitoring solution,
for centralized administration and performance monitoring across its entire IT

environment.

Prerequisites / Pre-Qualification Criteria

The bidder must be ISO certified

a. 1SO9001:2015

b. SO 27001:2013

c. 1SO20000-1:2018

d. ISO 45001:2018
Bidder shall have a history of a minimum of five (5) years with a minimum authorized
capital of the value of the project. The proof of incorporation and authorized capital
shall be submitted.
The bidder should be an authorized company from the vendor for the proposed
solution.
The bidder must have a PMP engineer with a minimum of five (5) years’ experience.

Submittals missing any of the above supporting documents will be disqualified.

1.3. Scope of Work

Delivery, installation support, software setup, and initial configuration.
Providing documentation, onboarding guidance, and user training.
Ensuring the solution includes monitoring for servers, applications, network devices,

services, logs, and user experience.
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d. Enabling alerting, dashboards, and customizable reports.

e. Ensuring the platform integrates with common log sources, infrastructure devices,

and APls.

f. The successful bidder must provide an on-site Resident Engineer for a period of one

(1) year.

1.4. Submittals

a. Technical Proposal

i

a o

System requirements and prerequisites
Technical datasheet

Reference List

e. Compliance Sheet

f. Project Plan

g. CV’s

PART 2 - PRODUCTS & RESOURCES

A. Self-Hosted full-stack IT observability and monitoring platform
Comply
Sno. Specification Remarks
Y/N
1 Self-Hosted full-stack IT observability and monitoring platform
The solution must provide server and application monitoring
capabilities to proactively prevent downtime and performance
OYes
1.1. degradation that could impact end users and critical business
services for up to 250 nodes.
Must provide comprehensive network performance monitoring,
OYes
1.2. including latency, jitter, packet loss, and bandwidth utilization.
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Must support a flexible licensing model where one license covers

1.3 all nodes and sites. Status-only ICPM nodes must be free of | (I Yes
charge.
Must support native cloud monitoring for Microsoft Azure, Amazon
OYes
1.4 | Web Services (AWS), and Google Cloud Platform (GCP).
Must support server and application monitoring for both physical
15 OYes
" and virtual environments.
Must include log analysis capabilities with support for ingestion,
16 OYes
o parsing, correlation, and reporting.
Must provide integrated IP Address Management capabilities to
17 manage the inventory of IP addresses and associated DHCP and || (O Yes
DNS resources.
Must enable discovery, allocation, and configuration of available
OYes
18. IP addresses across DHCP and DNS systems
Must support user and device tracking across the network to
OYes
1.9. identify user activity and connected endpoints.
Must provide VolP and network quality monitoring including, jitter,
1.10 OYes
* 7 || latency, and call diagnostics.
Must support real-time and historical dashboards, along with
OYes
1.11. customizable and exportable reporting features.
Must support distributed polling architecture using remote
OYes
1.12. collectors to monitor geographically dispersed environments.
Must support advanced alert correlation and clustering
1.13 OYes
*'Y | capabilities to group related alerts into unified alert clusters.
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Should support a comprehensive visualization of event timelines,

1.14 OYes
* 7 |l clearly displaying impacted entities and their interrelationships
Should support real-time tracking of updates, facilitate historical
data analysis for root cause identification, and enable efficient
OYes
1.15. resolution of issues through contextual insights and correlated
metrics
Should include metrics, configuration changes, and abnormal
1.16 OYes
* 7 || behaviorinits clustering logic.
Should support configuration change tracking and auditing
117 capabilities to assist in troubleshooting, improving security | [OYes
posture, and demonstrating compliance.
Must provide visibility into when configurations change across
1.18 servers, applications, or databases, who made the changes, what | [ Yes
was changed, and the resulting performance impact.
Server Hardware and Software Prerequisites
The bidder shall share the required Server, software and database
OYes
1.19. pre-requisites to host the licenses to be provided by AASU.
Licensing
The proposed solution must be licensed under a self-hosted, full-
1.20 stack observability platform subscription model supportingup to | [Yes
250 monitored nodes.
B. SecureCRT License
Sno Specificatio Comply Remarks
. ification r
P Y/N
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SecureCRT License

2.1.

Must combine terminal emulation with strong encryption, data
integrity, and authentication based on the Secure Shell (SSH)
protocol.

OYes

2.2.

Must provide secure remote access, encrypted file transfer,
and data tunneling for all authorized users within the
organization.

OYes

2.3.

Must provide strong, multi-protocol encryption to ensure the
security of data in transit.

OYes

2.4.

Must support ChaCha20/Poly1305, AES-GCM, AES-CTR, Twofish,
3DES, with optional FIPS compliance

OYes

2.5.

Must support Host key management, OpenSSH fingerprint, FIPS
140-2 crypto, OpenSSH trusted certs, proxy features (SOCKS v4/5,
HTTP, local cmd proxy), and anti-idle

OYes

2.6.

Must support SSH1, SSH2, Telnet, RDP, Serial, Telnet/SSL, TAPI

OYes

2.7.

Must support user authentication methods for SSH2 including
password, public key, Kerberos v5 (via GSSAPI), and keyboard-
interactive authentication.

OYes

2.8.

Must support a wide range of public key formats for SSH2,
including RSA (up to 16,384 bits), Ed25519, ECDSA (RFC 5656),
DSA, PuTTY PPK, OpenSSH certificates, and X.509 certificates
including smart card-based authentication (PIV/CAC).

OYes

2.9.

Must provide a credentials management feature that allows
sessions to reference centralized credential sets instead of
configuring passwords per session.

OYes

2.10.

Must allow mapped credential sets to be assigned to session
buttons, commands, or key mappings for streamlined
authentication workflows.

OYes

Must be easy to set up and configure, supporting streamlined
deployment across multiple systems.

OYes

2.12.

Must support Multi-session, tab/tile, session groups, filters,
session clones, quick connect, and a connect bar

OYes

44
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including network monitoring and troubleshooting.

Must support VPAT/Section 508 compliance, font support, Ul OVYes
2.13. scaling, alternate themes
Must support monitoring and event logging capabilities with
2.14. . . . - OYes
automation options for operational efficiency.
2.15. Must integrate with a file-transfer client, CLI tools for automation | O Yes
Must support SFTP or secure FTP in tabs, drag-and-drop,
2.16. : LYes
Zmodem/Xmodem/Kermit
Must support Configurable logs, dynamic filenames, rotation,
2.17. , LYes
start/stop options
Must support VT100/220/320, ANSI, SCO ANSI, Xterm (256- Oy
es
2.18. color/TrueColor), Unicode, right-to-left languages, NRCS
Must support MSl/unattended install, auto-update, command-line OVYes
2.19. integration, group policies, shared credential/session stores
Licensing
The bidder shall SecureCRT software licenses for a minimum
2.20. LYes
of two (2) users.
C. Microsoft License
e . Comply
Sno. | Specification Remarks
Y/N
3 Microsoft Visio License
Microsoft Visio Standard 2024 Perpetual one-time purchase to
3.1. : DiYes
be provided.
D. Resident Engineer
1. Possess at least 10 years of relevant experience in IT infrastructure operations,

2. Hold a professional-level certification or equivalent to Cisco Certified Network
Professional (CCNP) or higher.
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3.

4.

The proposed Engineer must have a minimum of five (5) years of experience in
a supervisory or managerial role specifically related to IT monitoring
systems, including but not limited to infrastructure monitoring, application
performance monitoring (APM), network monitoring, and log/event management
platforms. Hold a professional-level certification or equivalent for the following

The candidate must provide verifiable documentation demonstrating this
experience and hold a professional-level certification or equivalent for the

following certificates:

Experience certificate of 5+ years as monitoring supervisor.

Cisco Certified Network Associate (CCNA)

Cisco Certified Network Professional (CCNP)

Nexusguard Certified Security Associate (NCSA) or equivalent

5. The candidate must provide verifiable documentation demonstrating this
experience
a. Employment certificates indicating role and duration.
b. Official letters from previous employers confirming job title, scope of
responsibilities, and length of service.
c. Project completion certificates or client attestations indicating a supervisory
role in relevant monitoring system projects.
6. Failure to provide sufficient proof will result in disqualification of the proposed
resource.
7. He should have below skills:
a.Configuration and troubleshooting of advanced routing protocols including
MPLS, BGP, and OSPF.
b. Maintenance and performance tuning of system monitoring platforms to
ensure optimal network health and visibility.
c.Development and upkeep of network topology maps, customized
performance and security reports, and alert configurations.
d. Root cause analysis and optimization of core network components and
services.
e.Performing traffic analysis, flow monitoring, and performance reviews using
network telemetry tools.
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f. Administration and optimization of databases related to network management
systems, particularly SQL-based platforms.

g.Leading the implementation of network monitoring platforms, conducting
infrastructure analysis and generating reports for continuous network
performance improvement.

h. Creating advanced usage and traffic reports for internal and customer-
specific reporting needs.

i. Proactively identifying opportunities to enhance monitoring, reporting, and

overall network performance through innovative practices.

PART 3 - EXECUTION

3.1 Installation, Configuration, Testing and Commissioning

The selected bidder shall be responsible for the complete end-to-end installation,
configuration, testing, and commissioning of the proposed self-hosted observability

platform, as per the scope defined in this RFP.

Responsibilities shall include, but are not limited to:

3.1.1 Pre-Deployment Assessment

a. Review the deployment architecture, system prerequisites, and client
infrastructure readiness.

b. Coordinate with the client to verify hardware, network, database, and OS
requirements are met.

c. Confirm network readiness, resource allocation, and security compliance prior

to deployment.
3.1.2 Installation and Initial Configuration

a. Install platform components using the official installer, including core server,

polling engines, and web consoles as needed.
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b. Configure platform settings such as server bindings, ports, licenses, and
database connections.
c. Ensure compatibility between platform components and underlying systems

(e.g., SQL Server version, Windows Server edition).

3.1.3 Testing & Validation

a. Perform system diagnostics using built-in checks and resolve any installation
issues or alerts.

b. Validate data collection, polling intervals, dashboards, alert delivery, and
reporting functions.

c. Confirm platform stability and connectivity across monitored nodes and network

segments.
3.1.4 Platform Integration

a. Integrate the observability platform with monitoring data sources as required.
b. Configure data ingestion, correlation rules, event triggers, and notification

policies based on client-defined criteria.

3.1.5 Documentation & Handover

a. Deliver comprehensive documentation including platform design, installed
components, credentials, access policies, and monitoring configurations.

b. Provide operational guidelines, backup instructions, and troubleshooting
procedures.

c. Conduct knowledge transfer and administrative training for designated client

personnel.
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Appendix A- BOQ

Bill of Quantities (BOQ):

Unit | Total
S No. Description Qty
Price
Self-hosted observability platform (up to 250 nodes)
1 Annual Subscription (1 Year) 1
2 Installation, Testing & Commissioning 1
3 SecureCRT Licenses 2
4 Microsoft Visio Standard Licenses 2
5 Senior Resident Engineer (1 Year) 1
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