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1. Executive Summary

AASU Release this RFP as part of the Cyber Security Enhancement and New network
Design implementation for the new building. This RFP described the new design
proposed based on international standards. Bidder should submit their technical and
financial Proposals that comply with RFP considering 3 Years of licenses and Support.

AASU Main requirements

e AASU Network was designed according to the Hierarchical internetworking model.
The model divides AASU networks into layers to provide services to end stations and
servers.

e Next-generation Data Center Firewall

e  Premium support directly from the vendor with 24/7 Support should be included for
the total Solution

e Training for the AASU team on managing the firewall
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Implementation Approach

Awarded Party must consider a staged deployment approach that includes designing,

configuring, testing, and migrating.

Awarded Party must provide the following technical documentation (High-Level

Design, Low-Level Design, Migration Plan, AS-BUILT)

Awarded Partner to ensure a successful failover test scenario for the NGFW appliance

based on a test checklist of services provided by AASU.

The awarded party should implement full integration with the current LDAP (windows

active directory), and the policies for End-users should be based on the Username as

built-in LDAP.

2.Next Generation Firewall technical requirements:

The Bidder Qualifications for The Project

A

General Requirements

Comply
Yes/No

Comment

AASU will deploy appropriate network
security controls to enforce:
a) boundary control between systems and to
implement forced paths for traffic between
i. Systems across environments as part of an N-
tier architecture (north-south)
ii. Systems within environments to restrict
lateral traversal between various production
systems or between production and non-
production systems. (East-West).
b) boundary inspection of traffic across
network environments for malicious or
unauthorised traffic leading to information
leakage.

¢) proxy and other DMZ terminated systems to
secure & monitor network flows.

Must support:

a) Embedded machine learning (ML) in the
core of the firewalls to provide inline
signatureless attack prevention for file-based
attacks while identifying and immediately
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stopping never-before-seen phishing attempts.
b) Cloud-based ML processes to push zero-
delay signatures and instructions back to the
NGFW.

c) Behavioural analysis to detect Internet of
Things (10T) devices and make policy
recommendations; cloud-delivered and
natively integrated service on the NGFW.

d) Automated policy recommendations that
save time and reduce the chance of human
error.

e) Visibility and the ability to restrict
applications using non-standard ports in a
single security policy rule

f) Visibility and control over all the SaaS apps
in use and their shadow IT risks and can
intelligently keep up with the unstoppable SaaS
growth.

g) Automatically protect against tens of
millions of malicious domains identified with
real-time analysis and continuously growing
global threat intelligence.

The Firewalls shall include the functionality
and capability of a network-based intrusion
detection and prevention system (NIDS/NIPS)
that includes:
a) scan traffic from external networks,
b) download any new signature(s) at least daily,
c) procedures and resources for maintaining
detection signatures
d) analyse event logs and send real-time alerts
to relevant IT staff when suspicious activity is
detected

e) block network traffic when suspicious
activity is detected

Quantity of Physical Firewalls = 2

Must Support the following Interfaces:
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e Minimum of 12 x 1G/2.5G/5G/10G,
e Minimum of 10x 1G/10G SFP/SFP+,
e Minimum of 4x 25G SFP28,

e 100/1000 out-of-band management
port,

e 2x 100/1000 high availability,
e 10G SFP+ high availability,

RJ-45 console port,

Micro USB.

NGFW must be equipped with the required
licenses to enable the following advanced
security capabilities

e Advanced Threat Prevention (NGIPS,
Anti-Malware and Anti-Virus)

e Users Mobility

5
e Vulnerability protection
e Inline ML Anti-virus protection
e ML-based sandboxing
e Advance DNS Security
e 10T device Visibility
6 Support type and period = 24/7
- Minimum quantity of SR 10Gb optical
transceiver = 10
g The NGFW must support context-based
policies to adopt a Zero Trust Model.
9 The NGFW must support the ability to create
security policies to prevent credential theft
The NGFW must support the ability to enforce
10 |Multi-Factor  Authentication to internal
applications
50 2025 dab dfds 1l S B 35l oS Ayg Awyll 3569




11

The advanced malware analysis (malware
sandboxing) solution must have macOS and
Linux executable scanning by default.

12

The NGFW must be able to acquire User
Identities from LDAP, Captive Portal, VPN,
NACs (XML or API), Syslog, Terminal
Services, XFF Headers, Server Monitoring,
AND client probing

13

The NGFW must offer full and unfettered open
API Support without a paywall (subscription)
to access Dev toolkit, Tools and Scripts and
samples.

14

The NGFW must support the ability to
dynamically and automatically regroup user/s
based on security events relating to that user.
No manual response is needed

15

The Sandbox must detect and prevent zero-day
malware using dynamic/static analysis and
Intelligent Run-time Memory Analysis to
detect highly evasive threats and create
protections to block malware.

16

The NGFW must provide scalable clustering
and multi-DC clustering.

17

File type support for Sandbox analysis should
be but not be limited to

e Android application package (apk,
ETC.)
Adobe Flash (.swf, ETC.)

e Java Archive (jar, ETC.)

e Microsoft Office (docx, xIsx, pptx,
ooxml, ETC.)

e Portable executable (pe, exe, ETC.)
e Portable Document Format (pdf, ETC.)
e Mac OS X (dmg, pkg, ETC.)
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e Archive (rar, 7z, ETC.)
e Linux (elf, ETC.)
e Script (bat, js, vbs, psl, ETC.)

18

The NGFW must be able to enable any new
security offering without impacting the
performance of the traffic flowing through it

19

The NGFW must support App-ID capability to
get visibility into the applications on the AASU
network, and learn how they work, their
behavioural characteristics, and their relative
risk.

Gartner and Third-Party Testing:

Firewall vendor should be in the Leader’s
Quadrant of the Gartner Report for Enterprise
Firewalls

Recommended in latest NSS LABS report for
Next Generation Firewall and IPS

Leader in the Forrester Wave: Enterprise
Firewalls, Q4 2022

Architecture, Physical &  Performance
Specifications:

Single-Pass Architecture

The management plane should be completely
separated from the data plane whereby even if
the firewall is flooded, we should still be able to
login to the management interface and make
configuration changes and vice versa if the
management is flooded this should not impact
the performance of the firewall inspection

Active/Standby &  Active/Active  High
availability support

Minimum of 14 Gbps of Layer 7 “Application
Mix” firewall throughput
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Minimum of 7.5 Gbps of Threat Prevention
“Application Mix” throughput with services of

7 IPS, Antivirus, Antispyware, DNS Protection,
Advanced Anti-Malware, Data Filtering, and
File Blocking enabled all at the same time

8 Minimum of 6.6 Gbps of IPSEC throughput

9 Minimum of 1.4- million concurrent sessions

10  [Minimum of 145,000 New sessions per second

11 |480 GB SSD pair Storage

22 | Two Redundant Power Supplies

C Firewall Security Policy Control features:
Security policies control based on Layer 7

1 applications irrelevant to the TCP/UDP port
number (non-profile-based application
control)

) Management of unknown traffic (unidentified
applications) through security policies
Built-in Security Optimizer in the Firewall
User Interface to convert legacy Layer 4 Port-
based security policies to Next Generation

3 Layer 7 application-based security policies by
automatically detecting applications utilization
of each security policy rule and hence allowing
the admin to match the correct applications for
each legacy rule
Built-in Policy Match Testing capability in the

4 Firewall User Interface including the support
of field Criteria like Layer 7 application and
Active Directory User ID

5 Schedule & time-based security policy control
Rule use tracking includes a timestamp for the

6 most recent rule match, a timestamp for the
first rule match, and a rule hit counter.
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Firewall Decryption & Tunnel Inspection
features:

SSL  decryption policies covering SSL
encapsulated protocols such as HTTP(S),
IMAP(S), POP3(S), SMTP(S), FTP(S), and
Secure Shell (SSH) traffic

SSL decryption mirroring and SSL decryption
broker for inline inspection

SSL decryption with full TLS 1.3 handling, not
just certificate

SSH decryption to detect SSH tunnelling

Decryption policy control based on Active
Directory users, groups, IP addresses, URL
categories, or countries

Integration with Hardware Security Module
(HSM) like Thales nShield and SafeNet

SSL session blocking profile for sessions with
untrusted issuers, expired certificates, client-
based certificates, unsupported SSL versions,
and unsupported SSL cipher suites

VXLAN and GRE tunnel content inspection

Firewall Threat Prevention (IPS, Credential
Theft Prevention, AV, and Anti-Spyware)
features:

Vulnerability Protection (IPS) against:

e Block viruses, spyware, malware and
network worms and vulnerability
exploits within content of application
content

¢ File blocking by type and application

e Data Leakage Prevention (scan for
keywords and credit card numbers)

¢ Anonymous Botnet Detection
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e Blocks application vulnerabilities

e Block known network and application-
layer vulnerability exploits

e Block buffer overflow attacks

Anti-Spyware protection against:

e Per-application scanning options -
AntiSpyware

e Per-category scanning options

e Phone-home detection/blocking

2 e Malware site blocking
e DNS-based botnet signatures
e DNS Sink holing for Malicious and fast-
flux domains
e Per-application antivirus scanning
options
Anti-Virus support for the following
3 applications: http, https, ftp, smb (v3 & v3.1),
smtp, imap, and pop3
Credential Theft Prevention by comparing
4 Active-Directory credential hashes with
credentials hashing submitted to external or
internet websites
5 Malicious DNS queries sinkhole
Creation of custom user-defined IPS
6 :
signatures (payload based)
Creation of custom user-defined Anti-
7 Spyware/Command & Control signatures
(payload based)
g Scheduled External Dynamic IP Address list
import
9 Scheduled External Dynamic Domain DNS list
import
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10

Scheduled External Dynamic URL list import

11

Threat packet capture for up to 50 packets
from IPS, Ani-Spyware and Anti-Malware
engines

12

Selection between allow, alert, reset client, rest
server, reset client & server and block for
detected threats

13

File blocking based on file type, application, file
direction (upload or download), user id, URL
category or country

14

DLP enforcement & data match support
through  Predefined Patterns, Regular
Expressions and File Properties

15

Zone based Flood, Reconnaissance/scan, and
Packet based attack protection support

16

Policy based DoS protection against flooding of
new sessions

17

Packet Buffer Protection to protect firewall
buffers from single source DoS attacks

Firewall Advance DNS Protection Features

Real Time Protection against tens of millions of
malicious domains

DNS tunneling protection through Machine
Learning to quickly detect Command &
Control traffic hidden inside DNS tunnels

Domain  Generation Algorithm (DGA)
protection through Machine Learning by
predicting and stopping DGAs used by
malwares with real-time domain query
analysis

Firewalls Anti-Malware Protections Feature
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Direct integration with the proposed firewalls
through Rest APIs (non-ICAP  based
integration)

Protection  against zero-day malwares
including ransomware files and other
malicious files

Provide greyware verdict for ad-supported
software and browser toolbars

Dynamic File Analysis & Static File Analysis
support for files transferred within the
Web Applications, FTP, Email and Microsoft
File Sharing Protocols

Analysis of embedded links within emails and
ability to  provide phishing  verdict

Extraction of thousands of unique features
from each file, training a predictive
machine learning model to identify new
malware, which is not possible with static or
dynamic analysis alone

Network traffic profiling to detect malicious
traffic patterns that might otherwise be
misclassified as benign, such as
communications with legitimate sites used as
part of a command and control.

Files to be analyzed based on the application
transferring the file, user id, ip address,
file direction like downloading/uploading, file
Type, and file location (country)

Manual file submission support

File support for Windows Executables (EXE,
DLL...etc.), Scripts (VB Scripts, Java Scripts,
and Power Shell Scripts), Java (Jar and class),
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PDF (using multiple Adobe versions analysis),
Adobe Flash (.swf), MS Office Documents
including Macros (Word, Excel and Power
Point), Linux ELF, Compressed files (tar, rar,
Zip, 7zip, Gzip, and .tg), Android APK, MAC-
OS executables (mach-o, dmg, and pkg) and
embedded Obijects inside documents

Custom  virtual environment (custom
hypervisor) within the sandbox for sandbox
anti-evasion protection

Bare-Metal sandbox analysis for highly
advanced sandbox anti-evasion protection

Automatic sandbox generation of anti-
malware signatures

Automatic sandbox generation of
malware/phishing URL category signatures

Automatic sandbox generation of malicious
dns domains signatures

Automatic sandbox generation of malicious
command & control spyware signatures

Full forensic report for each malicious file
including file information, malware coverage
status, session information, static analysis,
dynamic analysis, and behavior summary.

Firewall User Identification, and
Authentication features:

e ldentifying User AD ID by integrating
with Active Directory through WinRM
and WMI

e Identifying User AD ID by integrating
with Exchange through WinRM and
WMI

e ldentifying User AD ID by running as
syslog receiver
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e Identifying User AD ID by Integrating
through XML APIs with Third Party
solutions

e Identifying User AD ID through captive
portal

e Identifying User AD ID in terminal
servers

e Identifying User AD ID by running an
Agent at user machines

Must natively support cloud identity sources to

2 faciliatate transition from on-prem IdP and
move directly to hybrid or cloud IdPs
Sharing "IP Address to User ID"™ mapping
3 with centralized management and other
firewalls
The NGFW must send a multi-factor
4 authentication request via the existing MFA
vendor to secure access to critical Apps.
5 Direct Multi-Factor Authentication
integration with RSA, Okta, PinglD and Duo
5 Single Sign-on authentication support
Enforcing user authentication including single
sign  on and multi-factor authentication
7 through authentication policies based on user
id, server name/lp address, URL, and URL
category
g SAML 2.0, Radius, LDAP, Tacacs+, and
Kerberos
G Firewall Remote VPN Feature
Split tunnelling based on IP addresses,
1 . .
domains and applications for remote user VPN
2 VPN Authentication override using cookies
59 2025 dab dfds 1l S B 35l oS Ayg Awyll 3569




Exclusion of video traffic from main remote
user VPN tunnel

Trusted root certificates push to remote VPN
user devices to help enable features like SSL
decryptions

VPN Gateway selection criteria based on
source user id, region, OS and ip address and
Downloading the VPN agent software from
firewall VPN portal page

Firewall Advanced Mobility & Host
Information Profiling features:

Remote user VPN agent for Windows, MAC,
Linux, Chrome, 10S, and Android

App-Level VPN for 10S and Android devices

Portal based & clientless SSL VPN support

Multi-Factor Authentication support

Host Information Check by collecting &
reporting device information & attributes back
to the firewall

Host Information Profiling attributes based on
Managed/Unmanaged certificates status, OS
type, Client version, Host name, Host ID, Serial
number, Mobile model, Phone number,
Root/Jailbroken status, Passcode presence,
Installed Applications, Patch presence &
status, Firewall agent presence & status,
Antimalware agent presence & status, Disk
backup agent presence & status, Disk
encryption agent presence & status, DLP agent
presence & status, process list presence &
status, registry key presence & status and Plist
presence & status

Security policies control & decision based on
Device/Host Information Profiles
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Distribution of Host Information Profiles

8 directly between firewalls
Integrating with Third Party MDM solutions

9 like AirWatch or Mobilelron to get Host
Information Attributes

I Firewall Networking features:

1 IP version 4 and version 6 support
Layer 1 Deployment Mode (Virtual Wire

2
Mode)

3 Layer 2 Deployment Mode (Bridge Mode)

4 Layer 3 Deployment Mode (Routed Mode)

5 Monitoring Deployment Mode (Tap Mode)
Network address translation (NAT) using

6 static IP, dynamic IP, dynamic IP and port
(PAT)

7 Bootstrap support for rapid deployments

8 Dynamic DNS support

9 GRE tunnelling support

10 [IPSEC with IKEV1/IKEV2 support

11 [DHCP server/ DHCP relay support

12 [DNS Proxy support

13 [LLDP support

14 RIPv2, OSPFv2, OSPFv3, BGP & ECMP
support

15 PIM-SM, PIM-SSM, IGMPv1, IGMPv2, and
IGMPv3 multicast support

16 [Equal Cost Multi-Path (ECMP) Support

17 Bidirectional Forwarding Detection (BFD)
support
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18

LACP and Aggregate interfaces (802.3ad)
support

19

Quality of Service Traffic Shaping Policy
support (priority, guaranteed, maximum)
based on IP Addressing, Layer 7 Application,
User ID, Tunnel, URL Category, and DSCP
classification

20

Policy based forwarding support

21

High-Availability link & path monitoring
support

Firewall Built-in Management, Logging &
Reporting features:

Must support:
e Command Line Interface (CLI)

e Built-in web interface, non-Java base
(GUI)

e XML Rest APl based management
support

e Commit based configuration
management

e Config audit support by comparing
running config against candidate config

e Built-in web interface, non-Java base
(GUI)

e XML Rest APl based management
support

e Commit based configuration
management

e Config audit support by comparing
running config against candidate config

Automated security action based on any
firewall log fields. For example, a firewall can
automatically block a specific ip address/user
and can automatically initiate some API calls
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to a ticketing system to create a help desk ticket
if one firewall threat log reported one host as
being infected/compromised

Interactive graphical summary around the
applications, users, URLSs, threats, and content
traversing the network

Customized graph-based network activity for
applications using non-standard ports

Customized graph-based blocked activities
including blocked applications activity,
blocked Users activity, blocked Content
activity, blocked threats activity, and security
policies blocking activity

10

Customized graph-based tunnel activities
including tunnel ID/Tag, tunnel application
usage, tunnel user activity, and tunnel ip
source/destination activity

11

Must support:

e Aggregated logging and event
correlation

e Custom reporting support with the
ability to generate a report per user, ad
group, application, network protocol
etc.

e Export reports to PDF and ability to
send reports by email

e Dedicated SaaS application report (like
office365 and others)

e Dedicated log set for traffic, threats,
URL filtering, host info profile, data
filtering, file control, user id mapping,
authentication, configuration, system
and alarms

e Scheduled log exports
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e Policy rules to support dedicated
description, tagging, and audit fields
with the capability to enforce these
fields

e Integration with VMware Vcenter,
VMware ESXi, AWS VPC, and google
Cloud Engine for VM information
fetching

e Custom admin roles

e Customizable application blocking,
URL blocking, file blocking and
malware html user response pages

e Syslog, Email, Netflow & Authenticated
NTP

e SNMP and SNMP Traps

IoT device Visibility, Risk Management,

O . :
Security anomaly detection
The proposed NGFW must support loT
subscription that support an ML-based
approach to discover unmanaged devices,

1 detect behavioural anomalies, recommend
policy based on risk, and automate
enforcement without the need for additional
sensors or infrastructure.

2 Prevent Known and Unknown Threats

3 Implement Trust Policies with Automated
Risk-Based Recommendations

4 Prioritize Risk with Continuous Vulnerability
Assessments

5 Must obtain SOC 2 Type Il certification
Must support Native playbook-driven

6 integrations with third-party systems such as
ITAM/ITSM, NAC, and SIEM
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exfiltration

Must support the ability to identify Domain
7 Generating Algorithms to protect against data

** Data protection and resiliency is critical to AASUs business operations,
customers, and partners. AASU requires Bidder to comply with AASU’s vendor
qualification for the RFP to ensure successful implementation of the requested
products and services in scope.

BOQ

No. SKU Description QTY Unit Total
Price Price
1 Firewall Data Center Firewalls with Advanced Threat 2
Prevention Advanced WildFire
Advanced DNS Security
2 Transceivers SFP+ form factor, SR 10Gb optical transceiver, 8
short reach 300m, OM3 MMF, duplex LC,
IEEE 802.3ae 10GBASE-SR compliant
3 . Provide maintenance after installation until the
Maintenance 1
end of the contract

SLA

SLA should covers for the support level and the support level and activity for all

products

Support Features

Coverage

Number of Incidents

contracting duration

100 incidents should be covered through the

Support Hours Availability 24/7/365
Remote Support Needed
On-Site Support Needed

Duration

Based on Contract Durations

Health Check

Every quarter

Technical Advisory Meeting

If there is any new recommendations
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Product Update / Upgrade Required

Technical Design Review Workshop Annual

Problem Reporting:

a. Allproblems will be reported by Telephone or via electronic mail to the Service
Desk account.
b. SO0, S1 (Critical) or S2 (High) priority tickets must be logged via the phone to
ensure SLA response times are adhered to.

The table below defines the Severity Levels and the corresponding response time:

Severit . . Response
y Description p

Level Time
Critical (After Standard Working Hours) — Complete
Degradation — All users or critical functions affected — Item

SO . . . 1 Hour
or service completely unavailable after standard working
hours.

Critical - Complete Degradation — All users or critical functions
affected —

S1 . . . . 1 Hour
The item or service is completely unavailable during standard !
working hours.

High — Significant Degradation — Large number of users or

S2 critical functions affected — Service is partially functional and 3 Hours
requires urgent attention.

Medium — Limited Degradation — a small number of users or

S3 . . . 5 Hours
functions affected. Business Process can continue.

sa Low or Advisory — one or just a few users affected. This can also | 2 Business
be a technical query or advice. No impact on business process. | Days

Escalation Levels:

The Bidder should provide an escalation matrix

Level 1: First point of escalation if the response time is breached.

Level 2: Escalated further if Level 1 fails to respond in their timeframe.

Level 3: Final escalation for executive-level intervention
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Severity | Response | Escalation Escalation Escalation
Level Time Level 1 Level 2 Level 3

SO - Critical 1 hour

S1- Critical 1 hour

S2 - High 3 hours

S3 - Medium 5 hours

Escalation Contact Details

Position Name Mobile Number | Email Address

3. Bidder Qualification Matrix

e AASU requires the bidder to be a specialized Information and Communication
Technology who has proven track record in implementing and maintaining that
kind of all requested Products and services and has Proven Track Record in
Operations and Maintenance.

e Bidders must submit CVs, certificates, and civil IDs for these staff with the tender
submission. All proposed staff shall be under Bidder sponsorship during tender
submission and shall have employment with the Bidder before the date of
submission

e The Bidder must have 24 x 7 support facilities equipped with a helpdesk
application to open support tickets and track it online.

e All proposed products should be USA or European-based. A country-of-origin certificate must
be provided.
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Bidders who do not meet or failure to comply with the requirements below shall be
disqualified from this project (Supportive documents shall be submitted).

Bidder should provide at least two Certified Technical Specialist with highest
Certificates.

The bidder should be Certified ISO 27001 Information Security Management System.
The bidder should be Certified ISO 9001 Quality Management System.

The bidder should be Certified ISO 22301 Business Continuity Management System.
Bidder should be Certified ISO 20001 Information Service Management System
Bidder should have a support letter from the Vendors with a platinum Partnership.
Bidder should have at least 5 projects with the proposed vendor.

At least 11S0O27001:2022 lead implementer Certified

At least 11SO 27001 lead auditor Certified

At least 1 CISM certified

AASU accepts proposals only from specialized ICT companies who attained
certifications from leading manufacturers.
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