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celldy iy e G ladl a3y of e « VMware Cloud

dedicated private MPLS s adg3 e 838l joleadl s g9%0 O o -20
- dpbeud! dodsdl 28909 danlxdl (sue (o oy, based Data Link
+ olael) A5 5 e Lt g ¢ Al 0500 53 p0 ) sl e doala o badd) (55 -2

o 1SO 9001:2015 - 33521l 5 ,laf Hlsi
o 1S0 45001:2018 - sigall LDl 5 daaaall 5 513) ol
o ISO/IEC 20000-1:2011 - e sheall i ilada 5 51af ol
o ISO/IEC 27001:2013 - e slaal (yaf 3 513] allas
o 1SO 14001:2015 - &l 5 13} ki

> ISO/IEC 20000-1:2018 - e shaall i rilasa 5 51a) ol
o 1S0 22301:2019 - Juac Y1 i aind 53] alkas

Required Specification:

Service Description (014Y
Compute resource bundle, 8GB vRAM Compute resource bundle, 8GB 1
block 2VCPU - 1VM limit vRAM block 2VCPU - 1VM limit
General Purpose SSD HDD PER 1,000GB 1
Backup HDD PER 1,000GB 1

Firewall - 17vCPU

VM virtual appliance - 17vCPU

Unified Threat Protection (UTP)

24x7 (IPS, Advanced Malware
Protection, Application Control,
Web & Video Filtering & Antispam
Service)

Data Connectivity

10Mbps Data Link between
Bidder Cloud and AASU over
Licence Frequency or Direct
Cable such as fiber Bidder should
lay one Pair of FOC cable from
their nearest POP in Exchange till
AASU Premises

Enterprise Router

Router Vendor should be leader
on Gartner from last 3 Years
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e NXG Certified Security Associate. (NCSA)

e Certified IBOSS Cyber Security Specialist

e [SC2 Certified Cybersecurity (CO)

e Certified Network Security Architect (NSE7)

e Cisco Certified Network Professional (CCNP-ENT)
e Cisco Certified Network Professional (CCNP-SEC)
e Juniper Networks Certified Associate (JNCIA)

e Service Provider Routing and Switching, Specialist (JNCIS-SP )
e Microsoft Certified System Engineer (MCSE)

e Microsoft Certified Technology pecialist:ISA2006 (MCTS)

e Messaging (Exchange Server 2010) (MCTS)

e CCNA - Cisco Certified Network Associate

e CCNP - Cisco Certified Network Professional

e MCSE - Microsoft Certified System Engineer

e CCIE Security — Cisco Certified Internetworking Expert Security
e Fortinet-NSE4

o Fortinet- NSE7
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o Cisco Certified Network Associate Routing and Switching  ( CCNAR&S ).

+  Cisco Certified Network Professional Routing and Switching ( CCNP R&S ).
«  CCNP "Cisco Certified Network Professional Security" (CCNP Sec. ).
+  Fortinet NSE 4 ( Enterprise Firewall) or Palo Alto PCNSA.
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