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1. Next Generation Firewall technical requirements:

The Bidder should provide a solution that possesses the following specifications:

1.1 General Requirements

Compliant
No | General Requirements

Yes or No

Comments

The number of the required firewalls should be as below:

- Perimeter Firewalls: 2

The proposed system should support unlimited users / IP

2

addresses license

The proposed solution should perform hardware
3 acceleration with the help of dedicated custom ASIC

(Application Specific Integrated Circuit) that has been

manufactured by same Firewall vendor.
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The principal vendor should be recognized as a Leader in

4 the latest SD-WAN Gartner Magic Quadrant report for the
past 5 years.
5 The principal vendor should be Leader in the Network
Firewalls latest Gartner Magic Quadrant report.
The principal vendor should be Leader in the Enterprise
6 Wired and Wireless LAN Infrastructure latest Gartner
Magic Quadrant report.
2 The principal vendor should be Leader in the Enterprise
firewalls latest Forrester Wave Report.
1.2Hardware and main performance Requirements
Compliant
No | Hardware and main performance Requirements Comments
Yes or No
1. Perimeter Firewalls (Qty:2):
Minimum Hardware Requirements:
1 x Console port
o 1xDedicated RJ45 Management port
o 1xDedicated HA port
A o 14xGERIJ45 ports
o 8xGESFP ports
o 4x10GE SFP+ ports
o 4x25GE/10GE SFP28/SFP+ ports
o 960 GB onboard storage
Dual Hot Swappable AC power supplies.
B Firewall throughput should be at least 153 Gbps
C Each firewall shall be capable of handling at least 16 million
concurrent TCP sessions.
D Each firewall shall be capable of handling at least 720,000
new TCP sessions per second.
E Threat Protection Throughput should be at least 29 Gbps
F IPS Throughput should be at least 40 Gbps
G | Application Control Throughput should be at least 74 Gbps
H Each firewall should be licensed with at least 10 virtual
systems from day one.
| The device shall provide at least 54 Gbps of IPsec VPN
throughput (512 bytes, AES256-SHA256).
) The device shall provide at least 9.5 Gbps of SSL VPN
throughput
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The device shall provide 15 Gbps of SSL Inspection

throughput

The device shall have 960 GB SSD disk storage

1.30perating system Requirements

No

Operating System Requirements

Compliant

Yes or No

Comments

The proposed OS must:

e Be proprietary to prevent inheriting
common OS vulnerabilities.

e Resided on flash disk for reliability over
hard disk.

e Allow dual booting.
e Upgradeable via Web Ul, USB or TFTP

e System should be able to facilitate the
audits of system administrators by
recording detailed activities of the event
log - access to management as well as
changes in the composition elements and
actions.

The administrator authentication shall be
facilitated by local database, PKI &remote
services such as Radius, LDAP and TACACS+

The proposed system shall support profile base
login account administration, offering gradual
access control such as only to Policy
Configuration & Log Data Access

The proposed system shall be able to limit remote
management access:
e From certain trusted network or host with
corresponding administrator account
e To certain (virtual) interfaces

The proposed system should be able to facilitate
administration audits by logging detailed activities
to event log - management access and

configuration changes.
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1.4System Integration

Compliant
No System Integration Comments
Yes or No
The proposed firewalls shall have the ability
1 to interconnect discrete security solutions into an
integrated whole to detect, monitor, block, and
remediate attacks across the entire attack surface.
The proposed firewalls should offer the following
capabilities:

e A physical topology view that shows all
connected devices, including access layer
device and a logical topology view that shows

2 information about the interfaces that each
device is connected to.

e In-built automation feature that pairs an
event trigger with one or more actions to
monitor the network and take the designated
actions when a threat or situation change is
detected.

The proposed firewalls shall allow GUI configurations
to external services that include:

e Public cloud providers - AWS, Microsoft
Azure, Google Cloud Platform (GCP), Oracle
Cloud Infrastructure (OCI) and AliCloud

e SDN platforms and private cloud hypervisors

3 - Kubernetes, VMware NSX, VMware ESXi,
OpenStack, Cisco ACIl and Nuage VSP

e Identity Systems - Active Directory service,
RADIUS, NAC system, endpoint management
system

e Externalthreat feeds: URL list, IP list, domain
name list and malware file hash

The proposed firewall shall support inbuilt two factor
4 authentication services without the need of a third-
party server and database using tokens, email, and
SMS.
The solution shall be capable to provide Windows AD
5 single sign-on by means of collector agents that
broker between users when they log on to the AD
domain and the device.
6 The proposed firewall must support WCCP and ICAP.
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The proposed firewalls should support STIX and TAXII
protocols for 3rd parties Threat intelligence
integration

The proposed firewall must support integration with
the smart same vendor 5G routers and should be
capable of managing it locally or through the
centralized management system.

The proposed sd-wan firewall should be capable of
configuring sim profiles of the managed same vendor
5G routers.

10

The proposed sd-wan firewall should be able to show
the 5G signal strength parameters of the same vendor
5G routers in its dashboards.

1.5Visibility and Monitoring

No

Visibility and Monitoring

Compliant

Yes or No

Comments

The proposed system shall provide robust visibility
GUIl panels and dashboards that:

e Utilizes data from options of local disk,
external logging system and hosted service
on the cloud.

e Pulls data from supported external systems
via REST APIs

e Draws real-time and historical data for
displays of information in both text and
visual format.

e Presents information visually using graphs,
bubble charts and world map.

e Allows filtering (using specific time range, by
user ID or local IP address, by application,
etc.) and drill-down of data.

e Allows customizable Top views on the
dashboard.

e Provides one-click action to quarantine
host based on selected data

The proposed system shall provide administrators
ability to assign arbitrary score given based on the
perceived risk of certain events such as visits to
malicious websites and malware detection. Threat
scores will be logged and computed for each host as

they match risky events. Thus, administrators shall
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be able to rank and identify most risky hosts in the
network.

The proposed system should provide monitoring
capabilities through GUI including:

e Static, dynamic and policy routing status

e DHCP service status

e SD-WAN links status and usage

e |Psec VPN sessions status

e Userweb browsing quota status

e Host security and quarantine status

e \Wireless related status

1.6 Networking

No

Networking

Compliant

Yes or No

Comments

The proposed system shall support the IEEE
standard 802.3ad for physical link aggregation

The proposed system shall be able to send out
Gratuitous Address Resolution Protocol (GARP)
announcements if the MAC address of a link
aggregated interface changes to a new IP pool
addresses due to a link failure or change in ports

Administrators shall be able to configure both
IPv4 and IPv6 DHCP service on aninterface of the
proposed system. The interface
shall automatically broadcast DHCP requests
and then provide IP address, any DNS server
addresses, and the default gateway address to
clients

Administrators shall be able to configure an
interface as a DHCP relay

Administrators shall be able to adjustthe
maximum transmission unit (MTU) of the packets
that the proposed system transmits to improve
network performance

Administrators shall be able to configure
physical interfaces on the proposed system
forone-armed sniffer with the following

capabilities:
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e Ability to deploy filters that define a more
granular sniff of network traffic. The filter
definition shall include hosts, ports,
VLANSs, and protocol.

e Ability to sniff IPv6 traffic.

e Traffic sent to the sniffer interface shall
have the option to be logged and
examined against security components
such as IPS and application control.

Administrators shall be able to obtain
information of transceivers plugged into the
proposed system via CLI command. The output
shall include the vendor’s name, part number,
and serial number. It shall also include details
about transceiver operation, such as
temperature, voltage, and optical transmission
power.

Administrators shall be able to combine two or
more physical interfaces to provide link
redundancy. This feature allows administrators
to connect to two or more switches to ensure
connectivity if one physical interface, or the
equipment on that interface, fails. In a redundant
interface, traffic travels only over one interface at
atime.

Administrators shall be able to group interfaces,
both physical and \virtual, into zones
that simplifies the creation of security policies.

10

The proposed system shall support the creation
of native VXLAN interfaces and support for
multiple remote IP addresses, which can be IPv4
unicast, IPv6 unicast, IPv4 multicast, or IPv6
multicast.

11

The proposed system shall support enhanced
MAC VLAN which consists of a MAC VLAN with
bridge functionality.

12

The proposed system shall support
multiple virtual wire pairs that logically bind two
physical interfaces so that all traffic from one of
the interfaces can exit only through the other
interface if allowed by firewall policy.
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13

The proposed system shall supportwildcard
VLANSs for a virtual wire pair. Doing this allows all
VLAN-tagged traffic to pass through a virtual wire
pair if a virtual wire pair firewall policy allows the
traffic.

14

The proposed system shall support various
enterprise DNS settings, including:

e Ability to set the number of DNS entries
that can be cached.

e Ability to define a dedicated IP address
for communications with DNS servers

15

The proposed system shall allow organizations to
use a dynamic DNS (DDNS) service

16

The proposed system shall provide the ability to
run local DNS servers

17

The proposed system shall support static routing
with various advanced features:

e  Support for both IPv4 and IPv6 routes

e Ability to define static routes with
administrative distance and
priority. Priority, which will artificially
weight the route during route selection.
The higher the priority number, the less
likely the route is to be selected over
other routes.

e Ability to define destinations in static
routes using IP subnet, firewall address
(including FQDN type) objects, and
Internet service objects. Internet service
objects are IP lists mapped to popular
Internet services and are residing on a
dynamically updated database.

18

The proposed system shall support blackhole
routing. Blackhole routes are used to dispose of
packets instead of responding to suspicious
inquiries. This provides added security since the
originator won't discover any information from
the target network.

19

The proposed system shall support reverse path
lookup (anti-spoofing). This feature can be
disabled to enable asymmetric routing.
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20

The proposed system shall support IPv4 policy
routing using the definition of:

e Protocol type, including SCTP.
e |ncoming and outgoing logical interface

e Source and destination IP
addresses/subnets

e Source and destination firewall
address/address group objects

e Type of Service (ToS)

21

The proposed system shall support IPv6 policy
routing

The proposed system shall support Open

22 | Shortest Path First (OSPF), OSPFv2 and OSPFv3
routing protocols
3 The proposed system shall support BGP4 and
BGP4+ routing protocols
1.6.1 High Availability
Compliant
No | High Availability Comments
Yes or No

The proposed system shall support high
availability with industry-standard VRRP with the
following characteristics:

e Be able to function as a primary (master)
or backup Virtual Router Redundancy
Protocol (VRRP) device and can be quickly
and easily integrated into a network that
has already deployed VRRP.

e Be able integrated into a VRRP group with
any third-party VRRP devices

The proposed system shall support high
availability by setting up a cluster with
the following characteristics:

2
e Supports up to 4 cluster members.
e Cluster units communicate with each
other through their heartbeat interfaces.
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e Supports2 HA modes: active-passive
(failover HA) and active-active (load
balancing HA)

e Usesa combination of incremental and
periodic synchronization to make sure
that the configuration of all cluster units is
synchronized to that of the primary unit.

e Provides devicefailover in the event
of hardware or software failure.

e Provides link failover when a direct link is
not available on one/more monitored
interface(s)

e Provides remote link failover
when connectivity with IP addresses of
remote network devices, for example, a
downstream router is not available.

e |n the event of a failover, log messages
about the event and can be configured to
send log messages to a syslog server. The
cluster can also send SNMP traps and
alert email messages.

e Supports session failover (also called
session pickup) which during cluster
operation the primary unit informs the
subordinate units of changes to the
primary unit connection and state tables,
keeping the subordinate units up to date
with the traffic currently being processed
by the cluster. during cluster operation
the primary unit informs the subordinate
units of changes to the primary unit
connection and state tables, keeping the
subordinate units up to date with the
traffic currently being processed by the
cluster.

e Supports the option to automatically
failback in the event the original unit
recovers.

e Supports widely separated cluster units
installed in different physical locations

The proposed system shall support active-

3 passive virtual clustering that uses virtual unit
partitioning to send traffic for some virtual units to
the primary cluster unit and traffic for other virtual
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units to the backup cluster units. If a failure
occurs and only one cluster member continues to
operate, all traffic fails over to that physical unit,
like normal HA.

The proposed system shall support full mesh HA
configuration where one can connect an HA
cluster consisting of two or more cluster
members to the network using 802.3ad Aggregate
or Redundant interfaces and redundant switches

The proposed system shall support out-of-band
management for each cluster member where a
management interface is reserved with its own
configurations and are not synchronized to other
cluster units.

The proposed system shall support the upgrade
of the firmware without interrupting
communication through the cluster

In a network that already includes load balancing
(either with load balancers or routers) for traffic
redundancy, two to 16 units can be integrated into
the load balancing configuration by operating as
peers that process traffic and perform
configuration synchronization; and session
synchronization of connectionless sessions,
expectation sessions, and NAT sessions and
IPsec tunnels.

1.7SD-WAN

No

SD-WAN

Compliant

Yes or No

Comments

The proposed system shall support aggregation of
up to 512 interfaces to create a virtual WAN link.

The proposed system shall support performance
SLA (also known as health checks) settings which
are used to monitor WAN interfaces link quality
and to detect link failures. They can be used to
remove routes, and to reroute traffic when an SD-
WAN member cannot detect the server. The
settings should include:
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o Predefined performance SLA
profiles such as Office 365, AWS, and
Gmail

. Health check probes using
IPv4/IPv6 Ping and HTTP

o Selection of multiple destinations
(or servers) to probe

. Interfaces relating to the
performance SLA profile

The system administrator must be able to
determine the type of approved communication
protocol that the virtual server uses to achieve
network load balancing such as: HTTP, HTTPS,
SSL, TCP, UDP, IP

The proposed system should be able to create
server load balancing settings while validating this
server using HTTP port, URLs, matching content,
custom TCP port, and ping

The proposed system should be able to classify
applications and distribute them according to
importance / priority over communication lines.

If one of the lines is interrupted or the connection
quality falls below a certain level of the
"acceptable service level" SLA which was
previously determined by the firewall device
manager, the firewall must transfer these
important applications to other lines through
which the connection quality is above "Approved /
approved level of service"

The proposed system shall allow SLA targets to be
created. These are a set of constraints that are
used in SD-WAN rules to control the paths that
traffic takes. These constraints should include:

o Latency threshold
° Jitter threshold
° Packet loss threshold

The proposed system shall provide settings to the
characteristics of probes, including check
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interval, link failure and restoration
considerations.

The proposed system shall provide option to
disable the implicated static route when an
interface is inactive.

10

The proposed system shall allow organizations to
define SD-WAN rules that are used to control how
sessions are distributed to SD-WAN interfaces.
The definition of these rules shall include:

° Source: address and/or user
group

° Destination: address, applications
and/or dynamic IP database

. Path control strategies

11

The proposed system shall provide the following
path control strategies:

. Manual: Interfaces are manually
assigned a priority

° Best Quality: Interface are
assigned a priority based on the quality of
the interface. Quality criteria may be
latency, jitter, packet loss, available
bandwidth (for upstream, downstream, or
both) or custom with a cocktail of
weighted criteria.

° Lowest Cost (SLA): Interface is
selected based on the lowest cost defined
on SD-WAN interfaces that meets
selected SLA settings.

. Maximize Bandwidth (SLA): Traffic
is distributed among all available links that
satisfies selected SLA profile based on a
round-robin load balancing algorithm

12

The proposed system shall provide implicit an SD-
WAN rule for sessions that do not meet the
conditions of defined rules. This implicit rule shall
offer the following load balancing algorithms with
the ability to assign weight on each member
interfaces:

o Source IP:The system divides
traffic equally between the interfaces.
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However, sessions that start at the same
source IP address use the same path.

. Sessions: The system distributes
the workload based on the number of
sessions that are connected through the
interfaces.

o Spillover: If the amount of traffic
bandwidth on an interface exceeds the
ingress or egress thresholds that
organization set for that interface, the
system sends additional traffic through
one of the other member interfaces.

° Source-Destination IP: Sessions
that start at the same source IP address
and go to the same destination IP address
use the same path.

° Volume: The system uses the
weight that is assigned to eachinterface to
calculate a percentage of the total
bandwidth that’s allowed to go through
each interface.

13

The proposed system shall support per-packet
load-balancing among IPSec tunnels.

14

The proposed system shall support SD-WAN rules
with Border Gateway Protocol (BGP) learned
routes as dynamic destinations.

15

The proposed system shall provide Dual VPN
tunnel wizard that is used to automatically set up
multiple VPN tunnels to the same destination over
multiple outgoing interfaces. This includes
automatically configuring IPsec, routing, and
firewall settings, avoiding cumbersome and error-
prone configuration steps.

16

The proposed system shall support integration
with a cloud-based solution to simplify IPsec VPN
setup.

17

The proposed system shall support segmentation
on Overlay (IPsec tunnel between Hub & Spoke
and Spoke & Spoke) making it capable of
transporting the different VRF’s traffic and keeping
it isolated from each other even on single Overlay
tunnel.

60

el 8¢l Bl g A )1 A B 35T CuS g g Ayl 69




18 The proposed system shall support user identity-
based traffic steering across the sd-wan links.
The proposed system shall support VOIP MOS
19 based SLAs and traffic steering across the sd-wan
links.
20 The proposed system shall support dynamic
bandwidth detection of sd-wan links.
The proposed system shall support Passive SLA
where the sd-wan edge will measure link
21 performance based on actual application or
internet service traffic passing through the sd-wan
links.
29 The proposed system shall support VRF-aware
SD-WAN IPv6 health checks.
23 The proposed system shall support steering
multicast traffic across sd-wan links.
24 Required SD-WAN licenses should be included.
1.8 Network Security
Compliant
No | Network Security Comments
Yes or No
1 The proposed system shall support multiple DHCP
servers on any interfaces
5 The proposed system shall support DHCP relay
capability
3 The proposed system shall support DHCP relay agent
information option (also known as Option 82)
The proposed system shallreceive and stores LLDP
4 messages, and makes the LLDP information available
via the CLI, REST API, and SNMP.
5 The proposed system shall support IPv4 and IPv6 DNS
service
5 The proposed system shall allow administrators to
configure up to eight domains in the DNS settings
5 The proposed system shall be able to operate as a
master or slave DNS server.
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The proposed system shall support the ability for

8 an externalinterface to be configured to use a dynamic
DNS (DDNS) service.
9 The proposed system must support the use NTP
servers
1.9Traffic Shaping and QoS
Compliant
No | Traffic Shaping and QOS Comments
Yes or No
The system shall support various QoS (quality of
service) techniques, including:
e Traffic policing -drops packets that do not
conform to the configured bandwidth
limitations.
e Traffic shaping -ensures that traffic
1 consumes bandwidth at least at the
guaranteed rate by assigning a greater priority
queue to the traffic if the guaranteed rate is
not being met.
e Queuing -transmits packets in the order of
their assigned priority queue for that physical
interface. All traffic in a higher priority traffic
queue must be completely transmitted before
traffic in lower priority queues is transmitted.
The proposed system shall support the ability to
implement interface-based traffic shaping with
profiles that define up to 20 traffic groups by
percentage of the interface bandwidth limit. These
traffic groups are classified and organized based on
matching criteria. These criteria shall include:
2 e Source address object, user/user group and
Internet SaaS address from a dynamic
database
e Destination address object and Internet SaaS
address from a dynamic database
e Schedule
e Service
e Application
62 el 8¢l Bl g A )1 A B 35T CuS g g Ayl 69




e URL Category

The proposed system shall support the ability to
implement policy-based traffic shaping where
different kind of traffic shaper (configuration setup
that indicates the priority and guaranteed and
maximum bandwidth) can be applied, including:

3
e Shared traffic shaper - bandwidth
management by per policy
e Per-IP shaper -bandwidth management by
per IP address
e Reverse shaper - applied in the opposite
direction (inbound)
4 The proposed system shall support weighted random
early detection (WRED) queuing function
5 The proposed system shall support DSCP Matching,
as well as DSCP marking for traffic shaping
1.10 Log & Reporting
Compliant
No | Log & Reporting Comments
Yes or No
The device should be capable of logging internally or
externally with the following options:
1 o Dedicated centralized logging appliance.
o Memory (buffer)
o Syslogserver
o Harddisk
5 Reports can be generated instantly or via schedules from
external reporting appliance.
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To facilitate investigations, the centralized logging &

reporting appliance should be able to:

Provide a web based real time attack log viewer.

The GUI must provide a drill down real-time and
historical traffic by sources, applications,
destinations, web sites, threats, and cloud

applications.

3
Log searching and filtering capabilities.
Correlate attacks logs and display top attacks
information on various periods.
Collect packet logs from the IPS device and display
them real time.
1.11 Server Load Balancing
Compliant
No | Server Load Balancing Comments
Yes or No
The administrator should be able to define the type of
1 supported communication protocol used by the
virtual server for load balancing: HTTP, HTTPS, SSL,
TCP, UDP, IP
The proposed system should be capable of creating
2 server load balancing settings with configurable
health probes using HTTP PORT, URLs, Matched
Content, Customized TCP Port, Ping Probes
The proposed system should be able to use the
following load balance algorithm:
Static: The traffic load is spread evenly across all
3 servers; no additional server is required.
Round Robin
Weighted
First Alive
Least RTT
Least Session
The proposed system should have HTTP proxy
4 (transparent or explicate) that can multiplex multiple
client connections destined for the web server into a
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few connections between the unit and the web
server.

The proposed system should have the option to

5 preserve the IP address of the client in the X-
Forwarded-For HTTP header.
1.12 VPN
Compliant
No VPN Comments
Yes or No
The proposed system should comply/support
industry standards, supports without additional
external solution, hardware, or modules and
without any additional licenses:
1
IPSEC VPN
PPTP VPN
L2TP VPN
The device should utilize inbuilt custom-based
ASIC hardware VPN acceleration:
2
IPSEC (DES, 3DES, AES) encryption/decryption
SSL encryption/decryption
The system must support unobstructed IPsec VPN
3 passage so that computers or subnets on the
internal network can connect to the VPN gateway
on the Internet.
4 The system must support IPsec IPv6
The system must support two site-to-site VPN
5 configurations (IPsec-based tunneling and IPsec-
based firewall policy)
5 The system must support MD5 and SHA1 user
authentication and data integrity
. The system must support the automatic and
"Internet key exchange" IKE feature.
8 The system must support ready-made templates.
9 The system must provide the IPv6 IPsec feature to
support secure traffic in the VPN.
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10

Two-factor certification using two-factor
authentication without firewall usage.

11

The proposed system organizes certification-based
certification

1.13 User Identity

No

User Identity

Compliant

Yes or No

Comments

The proposed Firewall should be able to support a various
form of user Authentication methods simultaneously,
including Native Windows Active Directory Support,
Novell eDirectory, Radius, LDAP, TACACS+, Local
database

The administrators should be able to create MULTIPLE
user groups, which are lists of user identities.

When user authentication is enabled on a firewall policy,
the authentication challenge is issued for any of the four
selectable protocols: HTTP, TELNET, FTP, HTTPS

The solution should be capable of providing Windows AD
single sign-on by:

A built-in collector agent that is embedded in the
firewall that collects logons information from the
AD servers.

Collector agents that can be installed on a domain
member server and collect users’ information
when they log on to the AD domain.

MS-Windows server agents that can be installed
directly on the MS AD servers

The solution should be capable of providing single sign-on
authentication by means of Radius Accounting Packets
received from network devices such as Wireless LAN
Controllers and NAC enabled switches allowing users to
be authenticated regardless of terminal device type (also
non-Windows and non-AD users using Mac, Linux,
Android, iOS devices etc.).

The proposed system must be capable of providing a
single sign-on authentication mechanism for Citrix and
Windows Terminal Services users.

The proposed system should be able to define firewall
policies based on Authenticated USER or USER Groups in
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addition to IP-based policies and Following controls can
be applied.

Should be able to filter traffic on per user/user group
basis.

Should be able to AV+IPS Scan traffic on per user/User
Group basis.

Should be able to control access to APPLICATIONSs on
per user/User Group basis.

Should be able to allocate bandwidth to both inbound
traffic and outbound traffic for a given IP-based or
User Based policyi.e., 1TMB for outbound and 2MB
for Inbound

1.14 IPS

No

IPS

Compliant

Yes or No

Comments

The IPS detection methodologies should consist of:

Signature-based detection
Anomaly-based detection that is based on thresholds.

The proposed system should support One-arm IDS
(sniffer mode)

The device should allow administrators to create
Custom IPS signatures

The administrator should be able to configure DoS policies
that are used to associate DoS settings with traffic that
reaches an interface based on defined services, source,
and destinations IP/Range.

The proposed system should identify, set thresholds and
act on network traffic anomalies of statistical anomaly
types for the TCP, UDP, and ICMP

To prevent the attacker from continuing the attack unit, the
administrator may automatically quarantine the attacker to
the banned user list

IPS Signatures can be updated in three different ways:
manually, via pull technology or push technology.

If for any reason the IPS should cease to function, it must
fail open by default, or it can be configured to stop the
traffic.
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1.15 Application Control

No

Application Control

Compliant

Yes or No

Comments

The application signatures should be manual or
automatically updated

The administrator should be able to define application
controllistbased on a selectable application group and/or
list and its corresponding actions

The proposed firewall should have the ability to manage
and control VoIP usage:

Rate limit SIP RIGISTER & INVITE requests
Rate limit SCCP call setup

The proposed system should have the ability to detect, log
and act against network traffic based on application
signatures.

1.16 Web Filtering

No

Web Filtering

Compliant
Yes or No

Comments

It should block access to harmful,
inappropriate, and dangerous websites that
may contain phishing attacks, malicious
software such as spyware, or spam that could
expose your organization to legal liability.

The web filtering service must provide real-time
updates that enable the implementation of high-
resolution policies that filter web access based
on global web content categories, and it should
be constantly updated through the distribution
network of updates from the same firewall
manufacturer.

The proposed system should support a built-in
feature for filtering websites

The proposed system should support the feature
of enabling and stopping the filtering of
websites according to "*firewall policies™, which
may depend on user permissions

The proposed system should support:
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- Block plugins on pages like ActiveX,
Java Applet, and Cookies

- Block certain keywords on web pages.
- Exclusion of certain words

- The option to block pages using URL
static

The proposed system must support the feature
of replacing the prohibited web page with
another designed by the administrator

The proposed system should support cached
web address retrieval in search engines such as
Google

The proposed system should support the feature
of identifying and evaluating the images that are
searched for in search engines and replacing
them with a lavender with an X in case they
belong to prohibited groups

The proposed system should support the
recognition and evaluation of files and videos in
search engines and prevent them if they are
from the prohibited categories and replace them
with a space while completing the download of
the rest of the page elements while they are
allowed.

10

The proposed system must support the database
evaluation override feature with local settings

2.End-Points and Extended Detection Response

Technical Requirements

No

EDR EPP Requirements

Compliant

Yes or No

Comments

To install, configure and implement an EDR-EPP
remotely through the console offering full
prevention, EDR and threat hunting capabilities

The Solution must offer single console for all
prevention, detection and response capabilities

The Solution must adopt Operation Centric
approach
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The Solution must be able to update agents from the
central console without having to leverage any
existing software distribution tool such as SCCM
and others. Just initial deployment of agents will be
done through existing deployment tool (Ivanti EPM)

The agent must have built-in machine learning and
artificial intelligence to prevent known and
unknown threats in real-time + Full data collection
with Al and ML Correlations to detect Malicious
Operations at speed and scale

Manage all the exclusions from the central console

Seamless Integration with On-Prem Active
Directory, SIEM or any required solutions

Offers threat hunting capability through intuitive
Query Builder required for incident investigation +
I0OC searches + 10B hunts to proactively identify
potential threats

Support Al to protect from (unknown) malicious
files and malicious activities in real-time whether
that endpoint is online or offline

10

Support the detection of zero-day malicious file/file-
less attacks, ransomware attacks, and adopt
behavioural analysis/intelligence in carrying out
detection

11

Be capable of automated Remediation which is
reversal to known good state of an endpoint in the
event of a ransomware infection/attack

12

Protect from Lateral Movement attacks using on-
agent Behavioural Al engine that detects attacks
initiated by remote devices

13

Provide full response capabilities: mitigation,
remediation, rollback, and quarantine etc

14

Provide or allow to create custom detection rules +
exclusions

15

Provide an agent anti-tampering option

16

Be able to integrate with Security Incidents and
Events Management systems (SIEM) for real-time
incident management.

17

Solution should help reduce alert fatigue by
chaining correlated alerts into a single operations
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18

Solution should have dedicated prevention modules
looking for variants of ransomware, C2 frameworks
and credential stealers

19

Solution should have a dedicated module for
prevention monitoring document behaviour

20

Solutions fileless prevention should support AMSI
and .NET

21

Vendor to provide 24x7x365 Premium Support

22

Vendor to provide professional Services (including
Training and Implementation services)

23

The solution must support Windows AND Linux
server coverage

24

The solution must support Windows & MAC and
Linux

3. XDR Compliance Technical Requirements

. Compliant
No XDR Requirements P Comments
Yes or No
1 Supports Extended Detection and Response
(XDR)
2 Collects and correlates data from multiple
attack vectors
3 Provides centralized management console
4 Minimizes alert fatigue with intelligent
alert prioritization
5 Provides root cause analysis and attack
chain visualizations
6 Ingests data from endpoints (on-prem and
cloud-based)
7 Ingests data from cloud workloads (AWS,
Azure, GCP)
8 Ingests data from SaaS productivity apps
(Microsoft 365, Google Workspace)
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9 Ingests data from identity providers (Active
Directory, Entra ID, Intune)

10 Ingests data from mobile devices

11 Ingests and correlates network traffic data

12 Ingests data from business applications
(Atlassian Cloud: Jira, Confluence,
Bitbucket)

13 Detects phishing and credential-based
attacks on Microsoft 365

14 | Alerts on suspicious document/email
behavior

15 | Allows email deletion and account
suspension

16 Detects anomalies in cloud environments
(e.g., unauthorized actions, baseline
deviations)

17 Supports AWS services monitoring (e.g.,
Lambda, S3, CloudTrail, CloudWatch)

18 Monitors Active Directory activity and
credential misuse

19 Detects Kerberos attacks (brute-force,
replay, weak encryption)

20 Supports account disabling and forced
password resets

21 Monitors lateral movement and data
exfiltration

22 Detects port scanning and brute-force
network attacks

23 Integrates with Atlassian tools for real-time
threat detection

24 Supports alerting, reporting, and access
response actions
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25 Uses machine learning and Al for anomaly
detection
26 | Supports sandbox analysis for suspicious
files
27 | Allows flexible policy and risk management
28 Offers optional MDR with 24/7 operations
4.BOQ
- Perimeter Firewall
No SKU Description QTY AT To_tal
Price
1 Firewall specs :- 4x 25G SFP28 slots, 4 x 10GE
SFP+ slots, 18 x GE RJ45 ports (including 1 x
Firewall MGMT port, 1 X HA port, 16 x switch ports), | o
8 x GE SFP slots, SPU NP7 and CP9
hardware accelerated, 480GB onboard SSD
storage, dual AC power supplies
2 Unified Threat Protection (UTP) (IPS,
License Advanced Malware Protection, Application 5
Control, URL, DNS & Video Filtering,
Antispam Service, and FortiCare Premium)
3 | Transceivers
SFP+ 10/GB Short Range 8
4 Maintenance Provide maintenance after installation until
the end of the contract
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- XDR

No Product Type Product Qty Unit Total
Price Price
1 Packages EDR Security Enterprise 1000
2 Add-On XDR Sensor - Network 1000
S Support Provide support on license
after installation (1 year)
SLA

SLA should covers for the support level and the support level and activity for all

products

Support Features

Coverage

Number of Incidents

100 incidents should be covered through the
contracting duration

Support Hours Availability 24/7/365
Remote Support Needed
On-Site Support Needed

Duration

Based on Contract Durations

Health Check

Every quarter

Technical Advisory Meeting

If there is any new recommendations

Product Update / Upgrade

Required

Technical Design Review Workshop

Annual
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Problem Reporting:

a. Allproblems will be reported by Telephone or via electronic mail to the Service
Desk account.
b. SO0, S1 (Critical) or S2 (High) priority tickets must be logged via the phone to
ensure SLA response times are adhered to.

The table below defines the Severity Levels and the corresponding response time:

Severity . . Response
Description p
Level Time

Critical (After Standard Working Hours) — Complete Degradation —

SO All users or critical functions affected — Item or service completely 1 Hour
unavailable after standard working hours.
Critical - Complete Degradation — All users or critical functions affected

s1 N 1 Hour
The item or service is completely unavailable during standard working
hours.
High — Significant Degradation — Large number of users or critical

S2 functions affected — Service is partially functional and requires 3 Hours
urgent attention.
Medium — Limited Degradation — a small number of users or functions

S3 . . 5 Hours
affected. Business Process can continue.

sa Low or Advisory — one or just a few users affected. This can also be a 2 Business
technical query or advice. No impact on business process. Days

Escalation Levels:

The Bidder should provide an escalation matrix

Level 1: First point of escalation if the response time is breached.

Level 2: Escalated further if Level 1 fails to respond in their timeframe.

Level 3: Final escalation for executive-level intervention

Severity | Response | Escalation Level Escalation Level Escalation Level
Level Time 1 2 3
SO0 - Critical | 1 hour
S1 - Critical | 1 hour
S2 - High 3 hours
S3-
X 5hours
Medium
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Escalation Contact Details

Position Name | Mobile Number | Email Address

Bidder Qualifications for The Project

Data protection and resiliency is critical to AASUs business operations, customers, and
partners. AASU requires Bidder to comply with AASU’s vendor qualification for the RFP to
ensure successful implementation of the requested products and services in scope.

Bidder Qualification Matrix

e AASU requires the bidder to be a specialized Information and Communication
Technology who has proven track record in implementing and maintaining that
kind of all requested Products and services and has Proven Track Record in
Operations and Maintenance.

e Bidders must submit CVs, certificates, and civil IDs for these staff with the tender

submission. All proposed staff shall be under Bidder sponsorship during tender

submission and shall have employment with the Bidder before the date of submission

e The Bidder must have 24 x 7 support facilities equipped with a helpdesk
application to open support tickets and track it online.

e Bidders who do not meet or failure to comply with the requirements below shall be

disqualified from this project (Supportive documents shall be submitted).
e Bidder must be a MSSP for the proposed solutions
e Bidder should provide at least two Certified MSP Technical Specialist.

e The bidder should be Certified ISO 27001 Information Security Management System.

e The bidder should be Certified ISO 9001 Quality Management System.

e The bidder should be Certified ISO 22301 Business Continuity Management System.

e Bidder should be Certified ISO 20001 Information Service Management System

e Bidder should have a support letter from the Vendors with at least a gold Partnership for

the EDR Vendor and at least an Expert Partner with Firewall Vendor.
e Bidder should have at least 5 projects with each of the proposed vendors
e Atleast 11S027001:2022 lead implementer Certified
e Atleast11SO 27001 lead auditor Certified
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At least 1 CISM certified
AASU accepts proposals only from specialized ICT companies who attained
certifications from leading manufacturers.
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